bsi.

Untrained employees -
the weakest link in your
cybersecurity defence
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Through the passion and expertise
of our people, BSI embeds
excellence in organizations across
the globe to improve business
performance and resilience.

Cybersecurity and
Information Resilience

Cybersecurity and Information Resilience
— what we do

We enable organizations to secure information from cyber-
threats, strengthening their information governance and in
turn assuring resilience, mitigating risk whilst safeguarding
them against vulnerabilities in their critical infrastructure.
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What do we do?

Cybersecurity
Penetration Testing
Vulnerability Management
Cloud Security
Lab Testing (inc. IoT)
Ethical Hacking Training (CEH)

Risk Management
ISO27k development/implementation
PCI DSS
GDPR Compliance Services
Information Compliance Training
Security Management Training (CISM)

Data Management / Data Protection

GDPR Professional Services
eDiscovery / eDisclosure
Digital Forensics & Incident Investigation

Information Lifecycle Management +
Governance

Privacy Management Training (CIPP/E,
CIPM, CIPT)
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End User Security Awareness
SaaS Solutions (Wombat)
Phishing and Awareness Training
Social Engineering
Simulation Testing




Path to GDPR — Cybersecurity and Information Resilience Services

July August September October November December
3 Webinar 5 Webinar
. eDiscovery & GDPR Achieving
1 Webinar Forensics — Compliance
Pen testing Incident response Journey
2 Webinar 4 Seminar 6 Webinar
End User security Information The role of the
awareness Resilience Data Protection
Officer

Webinar Series:

Penetration Testing (Jull7) — ensuring an organization’s customer and prospect data is secure

End User Security Awareness (Aug17) — Untrained employees - the weakest link in your cybersecurity defence
Incident Response (Septl7) — You have 72 hours to respond after a breach... was personal data compromised?
Information Resilience Series Event (Oct17) — Manchester 17t October 2017

GDPR Achieving Compliance Journey (Nov17) — a step-by-step methodology for achieving compliance

GDPR - the role of the Data Protection Commissioner (Dec17) — Is your organization’s DPO ready?
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Understanding

Implementation

Validation

Awareness and training

courses

Scoping
workshop

Gap
analysis

Implementation

support

Ongoing

support

One day training course

We help you understand the
fundamentals of GDPR

+ Gain the confidence to
interpret data protection
regulations

* Learn to integrate GDPR
policies and procedures

* End user security
awareness training

( Stakeholder engagement )

We identify relevant
information, activities and
controls

* Compile inventories of
Personally Identifiable
Information (Pll)

« Identify data flows and data
processors

» Confirmation of
regulatory requirements

(Identifv gaps in compliance\

We assist you to identify
the critical areas in need of
improvement

» Gap analysis against GDPR
requirements

« Verification assessment Audit
against privacy standards (e.g.
BS10012, ISO 29000)

Implement the key
principles of GDPR

We help you establish the
necessary policies and
procedures

» Outsourced Data Protection
Officer services

+ Data breach reporting

* Privacy by design

» Completion of Baseline
Privacy Impact Assessment

(PIA)

* Project/change based PlAs

Validation and response
services

We offer a partner
programme service for
essential assistance

* Audits - internal, 3rd party/
supply chain

+ Data breach/incident on-call
support

» Subject access request
support services

« Supervisory authority audit
support

The journey to GDPR compliance




General Data Protection Regulation in 1 Minute

- aims to protect the personal data of EU citizens
« puts individuals back in control of their personal data

- applies to all EU member states, any organization who operates
within the EU market, or who holds information on EU data
subjects

* requirement to report a data breach to the Data Protection
gomrrrl]issioner, within 72 hours of becoming aware of any
reac

« fines of up to €20 million or up to 4% of annual worldwide
turnover for non-compliance

« comes into force on the 25th May 2018
- Data Protection Officer (DPO) appointment mandatory
* No opt out for UK with Brexit
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Training & the GDPR

Article 39 — Tasks of the data protection officer

The data protection officer shall have at least the following
tasks;

(b) to monitor compliance... including the assignment of
responsibilities, awareness-raising and training of staff
involved in processing operations

Image from European Data Protection Supervisor

b (]
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GDPR & the People Factor
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Poll #1

L4
bSlo Copyright © 2017 BSI. All rights reserved



In the news...

Tesco Bank cyber-thieves stole £2.5m Ryanair falls victim to €4.6m hacking Hacker Publishes Personal Info of 20,000
from 9,000 people scam via Chinese bank FBI Agents

CAB investigates after funds are taken from airline’s account by electronic transfer
Bank announces M_,J sum as it reassures cust G LORENZO FRANCESCHI-BICCHIERAI

1 and that norma f WV © Wed, Apr 29,2015,01:00 | Updated: Wed, Apr 29, 2015, 07:50

refur

Ciaran Hancock

Yahoo experiences biggest data breach in

Snapchat Employee Falls For CEO Email Scam, Reveals JPMorgan Chase Hackmg Affects 76 Million Households hlstory 1 billion affected

’ By JESSICA SILVER-GREENBERG . MATTHEW GOLDSTEIN and NICOLE PERLROTH OCTOBER 2. 2014 12:50
Some Employees Personal Info s BY NARINDER PURBA POSTED 15 DEC 2016 - 1:00AM
By Astlee Kieler February 20,2016
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g0 4 Another Day, Another Hack: 7 Million )

/@l Accounts for Minecraft Community
‘Lifeboat’

Oculus CEO hacked using four year-old My Space passwordji
KitGuru - 1 JuI 201!\

four-year old MySpace password. “We here at @Oculus are very
excited to .

Dailymotion admits hack exposed millions
ofaccounts

P -
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Weebly confirms hack affecting over 40 million
users, Foursquare accounts also exposed

® Foursquare denied a breach, while Weebly confirmed it, adding that password resets
would be initiated soon.




You need to protect your...

I

Q

<>

Resources

This may include client Your resources may

information, intellectual include finances, files,

property or your staff’s computers, servers,
personal data. building facilities or people.

.
bSlo Copyright © 2017 BSI. All rights reserved

A

Reputation

Your brand is only as good as
your reputation. Ensuring
your clients have confidence
in you is extremely important.



Why End Users Matter

9 0 ) / of employees admit to violating policies designed to prevent

security incidents.?

0 of senior IT executives across 200 medium to large UK
6 0 /0 organizations regard staff as the biggest threat to GDPR
adherence.?

8 7 O / of IT professionals said that careless employees represented a

greater threat to security than cybercriminals.3

1: 2017 Cyber Incident & Breach Response Guide

L3
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3: Checkpoint Study: The Impact of Mobile Devices on Information Security: A Survey of IT and Security Professionals



World's most popular password?

123456

Used in 17% of hacked accounts in 2016

L4
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Create a Culture of Security Awareness

Complete, effective, security awareness program
« End user training & assessments
« Lasting behaviour change

- Reduce risk to cyber threats (C‘f/ \) UJOmet
- Cloud or LMS based training B Secuity lechnclogies

L4
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Continuous Training Methodology

ASSESS

7 @\

MEASURE @ EDUCATE

REINFORCE

.
bSlo Copyright © 2017 BSI. All rights reserved



Poll #2
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Assess

Knowledge assessments ASSESS Detect “human” vulnerabilities in the

Simulated attacks organlzatlon

AN P4
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Assess:

Simulated Phishing Emails

N =

[} Boxdrop - Signin - Sime X

P

> C |®Nolsecure | dl.dropboxlink.com/test_f3e07e5cc071=38 ‘ﬂ" @0 G0 (o] 9. ® :

You've Been Phished

Watching the video below will help you avoid phishing attacks in the future. Click the Acknowledge
button below when you have finished watching the video!

.
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ACKNOWLEDGE

Auto-enrolment
Drip feed emails
Anonymise Results
Ransomware Prep
CEO Fraud



Assess: Scenario Based Quizzes

English (US) v

Oops! Banner ads and video ads found on
legitimate or compromised websites can be laced

with ransomware. These types of injections are

hard o gt ad ot e ade | Q . User Defined Questions
' ' « Auto-enrol to training

- Real world scenarios

- Feedback on answers

L4
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Poll #3
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Educate

.
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\ Interactive training

modules

EDUCATE

Change behavior

/ reduce risk



Educate: Engage Employees Through Interactive Training

& LANGUAGE A ACCOUNT = MENU

# Protecting Against Ransomware

Lessonl Preventing Ransomware

56%

& LANGUAGE & ACCOUNT = MENU

) ]EnteraCtlve & General Data Protection Regulation -
ng ag I ng A Practical Overview o

«  Max 10 minutes

« Real World
Exa m ples Explore a Private Office Environment
Cliicic the areas h ;Y' ;"1-3‘.1 inthe «(-‘l‘- Whes .:::‘:“g-' @3<h area, review e scenano

« Learn by Doing
« Stories & Scenarios
« Mobile Responsive

»  Security Essentials: Executive
essont - Securing Your Data and Devices

o
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Educate: Executive Level Training

Interactive face-to-face sessions
Up to 4 hours ideally after group meeting

Stakeholders, Risk Owners, Non-Technical
Senior Management

Understand their roles to play in GDPR

Increase awareness in such areas as;

« CEO fraud
»  Business email compromise
*  Whale phishing

o
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Reinforce

/N
@

Security Awareness Reinforce that remediation on
REINFORCE

Materials an ongoing basis

.
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Reinforce: Posters, Screensavers & Videos

Be Smart About Sharing
on Social Networks

L a y
Browsing Smart 2 %3
= Browsing Safe

Don't rely on your browser to protect you

Hackers and
scammers use
social networks
to try to harm you

' Se best practices:

o
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Remind, Reinforce, Retain, Respond
Educational messages imagery & video
Emphasize best practices
Encourage good behaviour

-
' EMA
=<NSITIVE
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Reinforce: Suspected Phish Reporting

One-click phishing report plugin

- Simplifies process of reporting phishing emails
« Reduces helpdesk calls
« Positive reinforcement by thanking users

\
ff _

PhishAlarm™
- Message ~ @2
4 x . Reply 2™} Unread Mail j (3~ ‘ v ! | # ‘ :\_{ (? ) Verify G/ .f‘\-‘j’
(4 Reply All = To Manager -t = [ 2 Decrypt | [ - |
&v Delete By s [—]| Move Tags | Editing| Zoom % About | PhishAlarm®
.5 Forward "% 3 Team E-mail | 7] OB - - (3 Settings -
| Delete Respond Quick Steps & Move Zoom OpenPGP ‘Report Phis L
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Measure

Detailed reporting
capabilities

MEASURE

Benchmark, track results,
measure risk

o
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Measure: Identify weaknesses, plan campaigns

Score by Category

Assignment Status Completion % By Module ‘ POWerfUI Analytlcs
« Compare Results
« Export Results for
- Compliance

« Plan Future Training
* Clearly show

P improvement over time
T
0% 25% 50% 75%

.
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Results

. in Successful Phishing
| Attacks From the Wild
at a Northeastern
College

Reduction

in Malware Infections
at a Manufacturing

Company

o
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.

w D0%
Reduction
in Participants

Falling for
Phishing Attacks

at Carnegie Mellon
University (CMU)

67%
Drop

in Phishing
Susceptibility

at a U.S. Utility
Company




Compliance & Law

ISO/IEC
27001

Information Security
Management

L4
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EU General Data Protection Regulation (GDPR)
Each individual country’s implementation of this directive will
involve a requirement to provide security awareness training

ISO 27001

"All employees of the organization and, where relevant, contractors
and third party users should receive appropriate awareness
training”

PCI-DSS
"In order for an organization to comply with PCI DSS Requirement
12.6, a formal security awareness program must be in place."



To summarize

Your employees — strongest asset/weakest link

The GDPR is here to help, and so are your employees

Stay out of the news — roll out a comprehensive security awareness program
The human firewall — continuous training methodology

A

Review current internal measures in place — are these good enough to avoid
GDPR non-compliance?

"Depending on which study you read, anywhere between
60% and 95% of all security breaches involve human error.”
Forbes.com, November 2016
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Path to GDPR — Cybersecurity and Information Resilience Services

July August September October November December
3 Webinar 5 Webinar
. eDiscovery & GDPR Achieving
1 Webinar Forensics — Compliance
Pen testing Incident response Journey
2 Webinar 4 Seminar 6 Webinar
End User security Information The role of the
awareness Resilience Data Protection
Officer

Webinar Series:

Penetration Testing (Jull7) — ensuring an organization’s customer and prospect data is secure

End User Security Awareness (Aug17) — Untrained employees - the weakest link in your cybersecurity defence
Incident Response (Septl7) — You have 72 hours to respond after a breach... was personal data compromised?
Information Resilience Series Event (Oct17) — Manchester 17t October 2017

GDPR Achieving Compliance Journey (Nov17) — a step-by-step methodology for achieving compliance

GDPR - the role of the Data Protection Commissioner (Dec17) — Is your organization’s DPO ready?
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Poll #4
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Get in touch

UK — End User Security Awareness
Phone: 00 44 345 222 1711
Email: cyber@bsigroup.com

Global — End User Security Awareness
Phone: 00 353 1 210 1711
Email: cyber.ie@bsigroup.com

.
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